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Abstract: Deep neural networks(DNNs) have made great breakthrough in many pattern recognition tasks. However,
relevant research shows that the DNNs are vulnerable to adversarial examples. In this paper, we study the transferability of
adversarial examples in the classification task, and propose perturbation initialization, the quasi-hyperbolic momentum itera-
tive fast gradient sign method(QHMI-FGSM) and the adam-nesterov iterative fast gradient sign method(ANI-FGSM). We
propose perturbation initialization method called pixel shift in adversarial attack. Furthermore, QHMI-FGSM and ANI-
FGSM proposed in this paper are the improvements on the existing momentum iterative fast gradient sign method(MI-
FGSM) and nesterov iterative fast gradient sign method(NI-FGSM). Additionally, perturbation initialization, QHMI-FGSM
and ANI-FGSM are easily integrated into other existing methods, which can significantly improve the success rates of black-
box attacks without additional running time and computing resources. Experimental results show that our best attack ANI-
TI-DIQHM* can fool six classic black-box defense models with an average success rate of 88.68%, and fool four advance
black-box defense models with an average success rate of 82.77%, which are higher than the state-of-the-art results.
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TIM, DIM, ANI-FGSM , QHMI-FGSM Fll 7 ) f Ak (1 2 &
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SIM, TIM, DIM , NI-FGSM F1 MI-FGSM Y £H &
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WEp 0.7, BRIk 330 x 330. AR ST i1
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W H GO XPUREA A B A7 7E 12 17 I [R] RN g
GER A BRI, 78 [7]— A4 PF AT b X o 21 A 9 A BROR
HATB AL . AR SO R i A Bl 1A 5 A R
BE LR Al T B CPU 2 i7-6850K , GPU iy GTX
1080 Ti, 43 1) b 43¢ BfLASE 75 PR 6 A0 o T 22 455 760 4 1l 2L
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[a] , i A0 7% SIM A 2 5 4 & SI-NI-DIM F1 SI-NI-TI-DIM A T IncRes- | Res-v2- | 47
Jr e B AT I (A HA G R G . R, SRR o o V2 101 | 4Em®
2R A A i T S 0 v B S 45 SI-NI-DIM FT SI-NT- TI-DIM 171.3 | 266.7 | 275.1 237.9 | 766.9
TI-DIM. TI-DIQHM 169.2 | 259.3 | 279.5 | 239.5| 761.4
4.4 ;‘ﬁ Emgﬂ_gﬁ TI—DIQHM+ 180.9 273. 4 290. 7 231.7 789.3
N A A s N S Sy NI-TI-DIM 192.5 239.7 289. 1 239.5 813.4
Z'RT‘I ﬁﬂ{ﬁ %m*g/ﬁ’gﬁlﬂijxjc 3 ﬁﬁ/£X¢X¢?ﬂﬁzlx ADNI-TI-DIQHM | 181.6 231.0 285.9 241.5 805.9
TR PERERI S . 525 DL NI-TI- Sy HL T - -11- : . . . .
T8 fi HE9RZ %%u M TI.DIM HHAMETT IR ANI-TI-DIQHM | 189.3 | 224.8 | 273.2 | 251.6 | 823.7
Inceptlon/v\?) , Iicei);;)n‘vk Iflceptmn\ Res‘Net v2 *ﬂ ResLNf‘:t ANLTIDIQHM | 194.2 | 231.5 | 285.3 | 263.8 | 832.6
v2-101 44 EE*;—:A: ’ 1?.5(%7?71[]4‘175/3&%92)5}65@%# SI-NI-TI-DIM 602.7 | 1083.5 | 1158.3 | 1091.1 | 3491.4
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DB . WK 3 s B IS A SCER Y 3 AT
BeJE RPURE A 2 A B AR TR 4 5 o i ) 8 20 4
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F3 HELSCIGRINEE/%
QHMI-FGSM ANI-FGSM wR 1k Inc-v3ens3 Inc-v3ens4 IncResv2ens
85.5 84.9 79.9
NI-TI-DIM N 88.0 86.0 81.4
N N 89.6 87.7 84.3
N N N 91. 1 88.7 84.5
4.5 BERBESWT 2 A I A A SR B G T TR A R R R 4

AT 3 X bR B B 2 B iE QHMI-FGSM
H1 ANI-FGSM 73 5] 2 4 MI-FGSM F1 NI-FGSM 1) 4 5%
P, 7] B 36 TE M P ) 6 A B A R, A & LB ADNI-
FGSM H1 ANI-FGSM. FARSERL R & Mot v, % e S 565331
LA Inception v3, Inception v4, Inception ResNet v2 #l
ResNet v2-101 4 HFpE A il i 2 AR B 4l &4
JERHUREAS, ISty 6 AR Y R &

B AEAR Y

L5 PR , A G Iz A7 I 8] M S B IR A RT3 T

5 MI-FGSM . NI-FGSM #f I , B

70 2

ZE 7N L

Y QHMI-

FGSM Fl ANI-FGSM RE FIlH A 77 3 B 4 s 21 4, S0 o
T B PR G T B R BRI AE R RY X BT RE AR HLAT Y

LR IERE .

(] Fi , P 00 05 P RE 7 L SRl S B vy

Y2 i I % . Al ANT-FGSM 7 B 80 Gf i R
A A A AL T ADNI-FGSM.

%4 TI-DIM,TI-DIQHM F1 TI-DIQHM B4 B B & Th o p T /%

Wk G Inc-v3ens3 Inc-v3ens4 IncResv2ens HGD R&P NIPS-r3
TI-DIM 46.7 47.1 38.6 38.3 36.2 41.5
Inc-v3 TI-DIQHM 50.3 50.7 38.9 38.5 37.2 43.6
TI-DIQHM" 54.4 54.0 39.6 40. 1 39.5 45.6
TI-DIM 48.3 47.7 39.4 40.7 39.1 41.3
Inc-v4 TI-DIQHM 52.9 52.2 40.8 42.3 41.9 43.1
TI-DIQHM" 56.2 57.1 45.5 46.8 45.7 48. 4
TI-DIM 60. 5 59.3 59.3 58.4 57.5 61.4
IncRes-v2 TI-DIQHM 66. 0 62.4 62.4 61.9 59.3 63.9
TI-DIQHM" 70.6 69.2 66. 6 65.4 63.8 69.3
TI-DIM 56.3 55.5 49.1 51.3 50. 6 52.1
Res-v2-101 TI-DIQHM 59.8 58.6 51.1 52.9 51.5 54.4
TI-DIQHM" 64.0 62.4 55.4 55.9 54.1 59.5
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TEZ 1 BB PR G T SRR AR Y B8 IE QHMI-
FGSM 1 ANI-FGSM 43 51| 5 46t MI-FGSM il NI-FGSM [
AR [R) B 56 E MR 7 ) 4 Ak A R DA HRAsE AD-

NI-FGSM #1 ANI-FGSM.
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v4, Inception ResNet v2 Fl ResNet v2-101 %) £ il 52 7 Sy
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AT Y R G B A AR T
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Yt s Inc-v3ens3 Inc-v3ens4 IncResv2ens HGD R&P NIPS-r3

NI-TI-DIM 49.2 49.1 37.1 37.9 35.6 41.3

_— ADNI-TI-DIQHM 50.1 49.8 37.6 38.5 36.9 2.1

ANI-TI-DIQHM 53.0 52.2 37.1 39.2 37.9 42.8

ANI-TI-DIQHM 53.5 51.4 37.7 39.5 38.1 43.7

NI-TI-DIM 49.6 51.0 37.2 37.1 36.5 41.3

e ADNI-TI-DIQHM 50.3 51.5 38. 4 38.8 37.2 42.9

ANI-TI-DIQHM 53.8 51.9 42.1 41.6 40.3 43.5

ANI-TI-DIQHM" 54.2 54.2 42.4 2.5 41.9 44.2

NI-TI-DIM 64.7 63.9 61.7 62.1 60.9 64.5

IneResn ADNI-TI-DIQHM 66.5 64.9 62.5 63.4 62.9 65.2

ANI-TI-DIQHM 68.7 66.5 66. 7 65. 1 64.0 67.5

ANI-TI-DIQHM" 68.9 67.6 67.0 66.9 65.8 68.3

NI-TI-DIM 59.2 58.7 50.0 51.2 49.7 57.6

101 ADNI-TI-DIQHM 60. 0 60.5 52.9 53.9 51.3 58.7

ANI-TI-DIQHM 65.1 62.1 54.0 55.9 52.1 59.6

ANI-TI-DIQHM" 64.0 63.7 55.6 56.6 53.2 60. 4
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ens3 | ensd | v2ens | D r3

TI-DIM 83.9 | 83.2 | 78.4 |81.9|81.2|83.6(82.03
TI-DIQHM 86.5 | 84.8 80.9 |[83.1|82.5|84.1|83.65
TI-DIQHM" 89.0 | 86.8 83.5 |[87.1|85.4|88.9|86.78
NI-TI-DIM 86.4 | 84.9 81.5 |[83.7|82.9|84.1|83.95
ADNI-TI-DIQHM | 89.2 | 86.6 83.8 |[86.9|85.7|88.8|87.17
ANI-TI-DIQHM | 89.6 | 87.7 84.3 |87.3(86.3|89.8|87.50
ANI-TI-DIQHM® | 91.1 | 88.7 84.5 |88.9|87.7/91.2|88.68
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lifﬁéﬂ% Feature Comdefend Rdndomizcd “TFi("J
Distillation Smoothing

TI-DIM 83.1 78.2 49.9 70. 40
TI-DIQHM 84.3 86.9 59.2 76. 80
TI-DIQHM" 89.9 88. 1 63.1 80. 37
NI-TI-DIM 82.1 84.7 58.6 75.13
ADNI-TI-DIQHM 88.9 85.8 62.9 79.20
ANI-TI-DIQHM 90.3 88.5 64.5 81. 10
ANI-TI-DIQHM" 91.2 89.7 67.4 82.77
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